
Sage: A Free, Open-Source 
Mathematics Software Program 



Concept 

Various free, open-source math software 
libraries already existed; why not combine 
them?  

 

….but with SAGE it is possible!!!! 



Beginnings of 

• An “open source alternative to Magma, 
Maple, Mathematica, and MATLAB” 

• A collection of free, open-source libraries and 
packages along with many, many lines of 
Python- and Cython-based Sage code  

• First official release in 2006 



• Designed for use with algebra, calculus, elementary to 
very advanced number theory, cryptography, 
commutative algebra, group theory, combinatorics, 
graph theory, exact linear algebra, and many others 

• Graphical front-end to local (or remote) Sage web server  

• Interface to third-party software such as Mathematica, 
Maple, and Magma 

• Supports Linux and OS X natively; Windows through 
VMWare image (with native port in the works) 

Features 



In particular we will study the CRYPTOGRAPHY 

We’ll study with SAGE… 
Number Theory 

We first review basic concepts from 
elementary number theory, including the 
notion of primes, greatest common divisors, 
congruences and Euler’s phi function. 



A positive integer n > 1 is said to be prime if its 
factors are exclusively 1 and itself.  

 
In Sage, we can obtain the first 20 prime 

numbers using the command primes first n: 

Cryptography uses many fundamental 
concepts from number theory, such as 

prime numbers and greatest common divisors.  



Greatest common divisors 
Let a and b be integers, not both zero.  
Then the greatest common divisor (GCD) of a 
and b is the largest positive integer which is a 
factor of both a and b. 

Sage uses gcd(a, b) to denote the GCD of a and b.  
 
The GCD of any two distinct primes is 1, and the GCD of 18 
and 27 is 9. 



The notion of congruence helps us to describe the situation 
in which two integers have the same remainder upon division 

by a non-zero integer. 
 

Congruences 

If a and b have the same remainder upon division 
by n, then we say that a is congruent to b modulo n 
and denote this relationship by a ≡ b (mod n) 

This definition is equivalent to saying that n divides the 
difference of a and b, that is, n | (a − b).  

Thus 23 ≡ 8 (mod 5) because when both 23 and 8 are 
divided by 5, we end up with a remainder of 3.  

The command mod allows us to compute such a 
remainder: 



Euler’s phi function 

Consider all the integers from 1 to 20, inclusive.  
List all those integers that are coprime to 20.  
 
In other words, we want to find those integers n, where 
1 ≤ n ≤ 20, such that gcd(n, 20) = 1.  
 
The latter task can be easily accomplished with a little bit 
of Sage programming: 

Then Euler’s phi function counts the number of integers a, with 
1 ≤ a ≤ n, such that gcd(a, n) = 1. 

This number is denoted by f(n) 



To compute f(20) we proceed as follows: 



In the next meeting younwill need to prepare a lecture / 
presentation on: 
The RSA algorithm for encryption and decryption. 

 
  
…infact we’ll use Sage to generate public and private keys, 

and perform encryption and decryption  
based on those keys. 

You can organize 3 groups  


