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CRYPTOGRAPHY 



 Cryptography is an 

ancient art well over two 

thousand years old. 

 

 Modern cryptography 

has been made possible 

through the collaboration 

between mathematics and 

computer science.  

 

 Without number theory 

public key cryptography 

would be impossible. 

 



Encryption is the process 

of coverting information 

(plain text) into an 

unintelligible text (cipher 

text).  

 

Decryption is the reverse, 

moving from the 

unintelligible cipher text 

back to plain text.  

 

Cipher is an algorithm 

that creates the encryption 

and the reversing 

decryption and that 

depends on a “key”. 



HISTORY… 

A famous roman code system 

is Caesar cipher, which 

changes a letter of the alphabet 

with another one that precedes 

or succeeds it. 

The most ancient cryptographic system is the 

Atbash, that consists of a reversed alphabet, and that 

was used in Jeremiah’s book in the Bible.  



Ancient methods used the same key for 

decryption  and encryption but in 1977 Ronald 

Rivest, Adi Shamir and Leonard Adlemen could 

create a method which used two different keys; it 

was the RSA algorithm. 

…TWO KEYS 



 Most famous algorithm for the encryption with two 

keys is the RSA algorithm. It uses a public key to 

encrypt a message and a private one to decrypt it. 

 

 In everyday life RSA code is used for digital signs 

and credit cards enciphering. 

 

WHAT IS THE RSA? 





The RSA algorithm for 

encryption and 

decryption 



The RSA cryptosystem is 

an example of asymmetric 

cryptography, based on 

techniques from elementary 

number theory.  



Asymmetric 

cryptography uses a 

public key to encrypt 

messages and a 

corresponding private 

key to decrypt them 



  

 

1.Choose two primes p and q 

and let n=pq. 
 



2.  Let e ϵ Z be positive 

such that gcd(e, ϕ(n)) = 1 



3. Compute a value for d ϵ Z such that 

de ≡ 1 (mod ϕ(n)) 

To  compute d we have to use the extended 

Euclidean algorithm and the Bezout identity 



4. Our public key is th pair (n, e) 

and our private key is the triple 

(p, q, d) 

Thus, our RSA public key is  

(n, e) = (15397, 11073) 

And our corresponding private key is  

(n, d) = ( 15397, 4001) 



5. For any non-zero integer m < n , 

encrypt m using c = me mod n 



6. Decrypt c using m = cd mod n 


